Barracuda Email Security Service L 1

Barracuda Email Security Service User
Guide

The Barracuda Email Security Service is a cloud-based email security service that protects both inbound and outbound email
against the latest spam, viruses, worms, phishing and denial of service attacks. The web interface of the Barracuda Email
Security Service provides you with a web-based email page called the Message Log, which lets you manage your
quarantined messages. You can also set some account preferences, depending on what has been enabled for your account
by the administrator.

Permissions may include:

- Modify settings for your quarantine notification reports. If enabled, you can set a frequency of receiving an email with a list
of messages in your quarantine account. You can then delete or deliver those messages to your email address.

- Create whitelists (accept mail from), block or quarantine policies for email addresses, domains and users.

- Management of quarantine inbox - deliver or delete quarantined messages.

- Change password.

- Link Accounts - use the current account as an 'alias'. You can add additional email addresses you may have in the same
domain for which quarantined email should be forwarded to this account.

In this article:

Welcome Email

As soon as your system administrator creates your account, you will receive a welcome email from the Barracuda Email
Security Service. The email states that you have a new quarantine account and includes a link to log in to change your
password or review your account settings. Note that the link will expire in seven days.

When You Have Quarantined Mail

The Barracuda Email Security Service notifies you on a regular interval when you have quarantined messages. The
quarantine notification interval (daily, weekly, etc.) is set either by your administrator or - if you have been given
permissions - you, the user. The notification email looks something like this:

Figure 1. Sample quarantined notification email.
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Quarantine| Barracuda Metworks

Quarantine Notification

Below is a list of & new quarantined message(s) in your inbox.

From Subject

Efam”r:lgtodgnes Quarantine
Eraam?l'g‘ftodgnes Quarantine
E;mﬁgtmm Quarantine
E;mﬁgtmm Quarantine
E;mﬁgtmm Quarantine
E;E?lgtodgoes Quarantine

About this email

gil was sent from the Bamacuda Email Security Service (ESS) t

About the Company
Bamacuda Metworks

Date Action
03/21 03:09PM Deliver | Whitelist
03/21 03:09PM Deliver | Whitelist
03/21 03:09PM Deliver | Whitelist
03/21 03:09PM Deliver | Whitelist
0321 03:09PM Deliver | Whitelist
03/21 03:09PM Deliver | Whitelist

Using the Message Log to Manage Your Quarantined Mail

Your Message Log will look something like this (click to enlarge):

Figure 2. The Message Log.

Email Security

‘1 Cloud Control

MESSAGE LOG SETTINGS LOG OUT (MCSEVERH@ADDRESS.COM) SUPPORT

& sackun
i\ Logged in as: mcsevem@address.com. Log out

@ Web Security Message Log

@ Email security Wessage Fiter| Quarantied ||  Reading Pane: | Right | Bottom | Off
Search: 2days Search | v || Saved
W Archiver v (=]
Spam | Not Spam Export || Deliver || Delete || Whitelist || EmailReg
g Mobile Devices &) e T Subject
=] | Fred mesevern@addr... » Did you know your credit rating NCREASED Today?

[ Appliance Control

Help
(e

Date Size Delivery
08127 1. 14KB NotDelvered  ~

The Message Log page displays all of the email messages that come through the Barracuda Email Security Service to your
account. You can filter the view by All, Allowed, Not Allowed, Blocked, Deferred, Encrypted or Quarantined using the

drop-down as shown in Figure 3.

Figure 3. Using the Message Filter drop-down to filter your messages in the Message Log.
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Email Security

MESSAGE LOG SETTINGS LOG QUT (MC SEVERN@ADDRESS.COM) SUPPORT

L ( Cloud Control

o B . Admin logged in as: 61571. Log out of this account
= , Logged in as: mcsevern@address.com. Log out

4B Web Securlty Message Log Help
@ Emai security Message Fiter;|  Quarantined [+]|  Resding Pane: | Right | Bottom | off

Al

e Search Alowed 2days [=]| Search |+ || Saved
Ve Not Alowed
Spam | Mot S| Blocked peiiver || pelete || whiteiist || emailreg (1108)
Mobile Devices Bl Deferred
B (=] Frompery Subject Date Size Deivery
0 MU Encrypied vem@addr... » Public Amest Records Onine 1116AM 9858 NotDelvered

[&] Appliance Control Cg  wR mesevern@addr... » We receivad your resume 10:22AM  2KB NotDelivered
g broz- mesevern@addr... » Dr Oz EXposes the new diet breakihrough 10:18AM  3KB NotDelivered
g ooz mesevern@addr... » Dr Oz doss t aga - amazing video 06124 0. 3KB Mot Delivered
[0 M Updates mesevern@addr... » Online Background Checks 06124 0. 1KB Not Delivered
@ Suzanne mesevern@addr... = Incredicle Clearence Pricing on All Autes 06124 0. 11KB ot Delivered

Messages are blocked due to the following:

- Spam and virus policies set by your administrator for the domain.
- Block policies for email addresses, domains or email from other users, set by your administrator for the domain.

Messages are deferred for various reasons. Click the button on the Message Log page for details about these actions
and the corresponding reasons, as well as details about searching for and filtering messages.

From the Message Log page you can take the following actions with messages using buttons on the page above the
message list. Click the check box next to one or more messages, and then click one of the following buttons:

Figure 4. Buttons for taking actions with messages.

Message Log @

Message Filter: QuﬂrﬂntinedB Reading Pane: | Right | Bottom | OFf

Search: 2 days B || Saved Searches (110 5)

Spam | Mot Spam 1 Export || Deliver Il Delete Il Whitelist [ Recategorize « [ |

:I From = To Subject Date Size | Delivery Reason Score
EID Important Discov... mcseverni@addr... » Are You Playing Prescription Roulette? 10425 1... 3 KB Mot Delivered Bulk Email
10 Forskolin mcsevern@addr... » Eat THIS for Breakfast to KILL High BP & REVERSE 20 Years of Fat... 125 1... 1 KB Mot Delivered Bulk Email

- Spam - Mark the selected message(s), if you think they are Spam, to have them sent to Barracuda Central for analysis.

- Not Spam - Mark the selected message(s), if you think they are Not Spam, to have them sent to Barracuda Central for
analysis.

- Export - Export either selected or all messages to a CSV file. To export all messages, click the check box at the top of the
Message List. You will be prompted for a file name to save to your local desktop or network.

- Deliver - Attempt to deliver the selected message(s) to your mailbox. If the message is successfully delivered, the
Delivery Status will change to Delivered. The mail remains in the log unless you select the message again and click
the Delete button. If the mail cannot be delivered, this will be reflected as a notice in your browser window and the
Delivery Status will not change. If delivered messages are not making it to the recipient's mailbox, it may be due to a
filter on the mail server or a service on your network catching the mail as spam, so check with your system administrator.
Checking your local trash/spam folder may help to locate the mail.

- Delete - Delete the selected message(s) from the Message Log.

Whitelist - Always accept mail from the selected email addresses, domains and/or users.

- Recategorize - Select one or more categorized emails and click the Recategorize button to change the category. For
example, if the message has been categorized as Corporate but you believe it should be categorized as Marketing
Materials, you can change the category via the Recategorize drop-down. This action will submit this email message for
recategorization to your selected category. If you select Other and enter a custom category, this will simply update the
category for that particular email message. For more information, see Email Categorization below.

Email Categorization

If the Reason for a message in your Message Log is Email Categorization, then email from this sender is categorized as
not necessarily spam, but rather something that you may have subscribed to at one time but no longer wish to receive. For
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example, newsletters and memberships, or marketing information. Email Categorization assigns some of these emails to
specific categories, which the administrator can decide to allow, block or quarantine. Categories supported will appear in the
Message Log Reason as:

- Email Categorization(corporate) - Emails sent by a user at an authenticated organization that involves general
corporate communications. Does not include marketing newsletters.

- Email Categorization(transactional) - Emails related to order confirmations, bills, invoices, bank statements,
delivery/shipping notices, and service-related surveys.

- Email Categorization(marketing) - Promotional emails from companies such as Constant Contact.

View the Message Source

To view the message source, headers, and buttons to deliver, whitelist or download the message, double click on the
message. You'll see the contents of the message. Click the Source button to see all of the headers. Click the Deliver button
to deliver the email to your regular mailbox, or Download to download the message to your local system or network. If you
want to whitelist the sender, that is, if you want all future mail from the sender to NOT be quarantined and go to your regular
mailbox directly, then click the Whitelist button. Alternatively, you can use the SETTINGS > Sender Policy page to add
senders to your whitelist or blocklist. See Sender Policy - Creating Whitelists and Blocklists.

Figure 5. Message source with headers.

Email Security

BarraClea MESSAGE LOG SETTINGS LOG OUT (MC SEVERN@ADDRESS.COM) SUPPORT

Backup *, Admin logged in as: 61571. Log out ofthis account
*, Logged in as: mesevern@address.com. Log out

Web Security Message View

From: "ICM Updates” <lssac@quickweightioss org=
To: <mcsevern@address.com
Subject: Public Arrest Records Online
Date: 2013-06-25 11:16AM
Show Details

Email Security

Appliance Control

Message | Source Deliver || Whitelist || Block » || Download

Beceived: from 50.97.237_79-static.reverse.softlayer.com (50.537.237 78-static. reverse. softlayer_com [50.37.237.73]1) by mxl302_ ess. scl.cudacps.com; Tue 4
Date: Tue, 25 Jun 2013 11:04:30 -0400

Mime-Version: 1.0

From: "ICM Updates” <Isaac@lquickweightloss_ org>

Message-ID: <@eight.lquickweightloss. org>

To: <mcsevern@address.com>

Subject: Fublic Arrest Records Online

Content-Type: text/plain; charset=us-aseii

Content-Transfer-Encoding: 8bit

Content-Dispositicn: inline

m

Email on file: mesevern@address.com
June 24, 2013
Please be advised that your personsl information has been included in the Public Informetion Datzbase. Most pecple do not realize how much of their g

¥ou may view this informstion here:
http://eight_lquickweightloss.org/php?173590468c76117201aspx=221601160

a
you may stop these messages with this link: http://eight.lquickweightloss. org/php?173950458c776103212aspx=221601160

Setting the Quarantine Notification Interval

You can tell the Barracuda Email Security Service to notify you by email when you have quarantined messages. From the
SETTINGS > Quarantine Notifications page, select Never, Daily, Weekly, or Custom from the drop-down. To create a
custom schedule, select Custom, then select the time of day for delivery of quarantine notification emails for any or all days
of the week. Uncheck a day to not send any quarantine notifications for that day.

Figure 6. Setting the quarantine notification interval.
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Email Security

MESSAGE LOG SETTINGS LOG OUT (MCSEVERN@ADDRESS5.COM)
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&6y Web Security *, Logged in as: mcsevern@address.com. Log out
: ; Quarantine Notification
@ Email Security
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Mever

Custom Quarantine Notification Interval Daily

ﬁ Mobile Devices Select the time of day for delivery of quaranting notil Weekl

@ Appliance Control 01234567 89 101
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Tue
Wed
Thu
Fri
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Sun

Save Changes

Change Password

SUPPORT

16 17 18 19 20 21 22 23

Sender Policy - Creating Whitelists and Blocklists

Sender Policy allows you to specify if you want to always allow, always quarantine or always block email from a specific
email address, user or domain. These are called whitelist/blocklist policies. To create a new policy:

1. Click Add Sender Policy and fill in the email address, User name or domain name.

Figure 7. Adding sender policies.

Guarartine Matification Sender Policy Linked Accounts Change Password

*, Logged in as: mesevern@address.com. Log out
Sender Policy
Specify whether to Block or Exemnpt messages coming fram a specific email address or domain

Add Sender Policy

Email Address, Domain or User Palicy Comment (Optional)
friends@swimming. net Block El
Exernpt
User Po Quarantine ment
Izaac@ guickweightloss.org Exempt

2. Next, apply the policy you want by selecting either Block, Exempt or Quarantine from the Policy drop-down.

Uncheck a day to not send any quarantine notifications for that day.

Add Sender Policy Bulk Edit

Modified
Jun 25

3. Add an optional comment to indicate why you created the policy, if you wish.

4. To save the policy, click Add.

Linking Quarantine Accounts

Remove

You can add additional email addresses you may have in the same domain for which quarantined email should be forwarded
to this account. From the SETTINGS > Linked Accounts page, click Link an Account, fill in the email address to link, then

click Submit.

Note: You can only link to email accounts on the same domain.
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Changing Your Password

Use the SETTINGS > Change Password page to change your password. Make sure to click Submit.
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